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European Data Coalition’s Redline Summary Position

The European Data Coalition (Coalition) stands for a Europe that both delivers effective data
protection standards for citizens and creates an environment in which European based companies
are encouraged to innovate and develop Europe’s digital ecosystem. The proposed Regulation on
Data Protection (GDPR) was introduced with the laudable goal of updating data protection rules for
the 21st century, reducing administrative burdens and harmonising the divergent approaches taken
by the different Member States.

The Coalition believes that a progressive solution is within reach of the ongoing GDPR trilogue
negotiations, provided the right balance between privacy and innovation is struck, and the right
combination of proposals is adopted.

Art. 6/1.a (Consent) — Council position

We believe that a requirement for explicit consent for any data processing activity would in fact,
perhaps counter-intuitively, undermine efforts to protect privacy. Consequently, the Coalition fully
supports the Council’s General Approach in maintaining the current standard of ‘unambiguous
consent’. This formulation leaves room for the use of ‘explicit’ consent in specific circumstances —
notably when sensitive personal data is processed.

Art. 6/1.f (Legitimate Interest) — Council position

The inclusion of legitimate interests as a grounds for processing is welcome, as it helps avoid over-
reliance on the notion of consent. Combined with the balancing test, it introduces a degree of
flexibility into the GDPR, helping to ensure that emerging technologies and future needs are
accounted for. The Council’s version best promotes the interests of both the data subject and the
data controller.

Art. 6/4 (Further Processing) — Council position

The Commission suggested that if the potential reuse of the data is incompatible with the original
purposes, the data controller should still be able to justify the processing using the same grounds
that can justify initial processing (e.g. consent, etc). However, unfortunately, the Commission omits
“legitimate interest” as a grounds for further processing. The Coalition therefore supports the
Council’s version, which includes legitimate interest.

Art. 20 (Profiling) — Combination of Parliament & Council positions

The Council’s position addresses several concerns associated with the Commission’s proposal. The
Commission proposed that the scope of Art. 20 focus on automated decision making and profiling.
The Council recognised the many positive uses of data analysis in Europe and the risks associated
with overzealously restricting this. The Parliament also improved on the proposal by not framing the

1|Page


http://europeandatacoalition.eu/wp-content/uploads/2015/06/GDPR-redlines-the-missing-link-between-the-dsm-and-the-gdpr.pdf
http://europeandatacoalition.eu/wp-content/uploads/2015/06/GDPR_DSM-mountain-HD.pdf
http://europeandatacoalition.eu/wp-content/uploads/2015/06/GDPR_DSM-mountain-HD.pdf

issue as a right not to be profiled, providing an opt-out regime and clarifying the “significant effects”
test. The Coalition supports a combination of these two versions.

Art. 41 (Adequacy Decision) & Art. 42 (Appropriate Safeguards) — Combination of Commission &
Council positions

The Coalition is strongly against the introduction of sunset clauses, as proposed by the Parliament.
Both the Commission’s and the Council’s versions state that existing decisions would stay in force
until amended, replaced or repealed. However, the Council’s version is an improvement on the
Commission’s as it broadens the scope of the factors that should be considered, including
participation in multilateral or regional systems (Art. 41/2.c). However, unlike the Commission, the
Council adds references to “specific authorization” instead of “further authorization”. The imposition
of additional (“specific’) requirements defeats the purpose of these instruments, creating
uncertainty and potentially undermining the system. The Council’s further definition of “appropriate
safeguards” in Art. 42 is, however, a positive development.

Art. 44/1.h (Derogations — Legitimate Interest) — Council position

We support the preservation of the derogation contained in Art. 44/1.h that allows non-bulk, non-
frequent and temporary transfers of personal data that are necessary for the purpose of the
legitimate interests pursued by the data controller or data processor. The Council’s version, which
keeps this derogation, is the best available.

Art. 51 (One-Stop-Shop) — Commission position

The one stop shop regime is aimed at streamlining oversight of data protection in the EU. The
Commission proposed that data protection cases be handled by a single regulator based in the EU
country where the business has its 'main establishment', with other DPAs able to have a say in cases
where the privacy rights of citizens in their country was at issue. However, concerns were raised that
this system would not pass the 'proximity test' — the principle establishing that legal decisions
affecting individuals should be taken as close as possible to them. The Council therefore outlined a
compromise system under which only important cross border cases would be handled through the
one stop shop regime. However, allowing several national authorities to be competent in a case will
lead to lengthy procedures and lack of legal certainty for all involved. The Coalition supports more
meaningful harmonisation and therefore favours the Commission’s proposal.

Art. 77 (Joint-liability of Processor and Controller) — Council position + Coalition compromise

Here we support a system without joint and severe liability, keeping the roles and responsibilities of
controller and processor distinct. The closest position to ours is the Council’s, which instead of
imposing joint and severe liability states that the processor shall be liable for damages “only where it
has not complied with obligations of this Regulation specifically directed to processors or acted
outside or contrary to lawful instructions of the controller”. This is still not, however, an ideal
formulation, as the term “lawful instructions” is ambiguous, pushing processors to carry out
additional due diligence on data and unnecessarily replicating the efforts of controllers.

Art. 79 (Sanctions) — Council position + Coalition compromise

The Coalition believes that deterrence through fines and sanctions is necessary, but that blanket
fines without a case-by-case examination are not appropriate. Instead, fines should be proportionate
and capped, and calculated on the basis of data processing activities. We are against using global
turnover as a basis for fines. The closest position to ours is the Council’s, which lowers the amount of
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sanctions, adds discretionary factors and defines more precisely the conditions for sanctions to be
applied. However, unfortunately it keeps global turnover as a reference point for the calculation of
fines.

1. Adopt data processing conditions that create incentives for investment in data-driven
innovations

The proposed draft General Data Protection Regulation (GDPR) risks fixating perceived threats to
privacy and ignoring the huge benefits of data processing. By expanding restrictions on data
processing far beyond Directive 95/45/EC, the GDPR risks limiting the potential of data-driven
innovations.

1.1 Consent

If only explicit consent can be used to justify data processing activities, the distinction between
contract and consent will be blurred and companies will be pressured to greatly increase fully
identified data subject experiences of digital/data driven services. This would result in massive
consent fatigue among consumers and substantially increased costs for businesses, which would
have to provide separate consent clauses, without any guaranteed increase in protection.

Consequently, the Coalition fully supports the Council’s position maintaining the current standard of
‘unambiguous consent’. This formulation leaves room for the use of ‘explicit’ consent in specific
circumstances — notably when sensitive personal data is processed.

1.2 Legitimate interest

The preservation of legitimate interest as a grounds for processing is welcome, given that it can
prevent over-reliance on consent for processing. However, an overly restrictive definition should be
resisted. Narrowing the legitimate interest legal basis through the inclusion of a new, highly
subjective “reasonable expectations” test risks sowing confusing among controllers concerning which
interests they are able to claim as justification for processing. This will result in decreased investor
confidence due to increased legal uncertainty, and decreased levels of investments in data driven
businesses. Moreover, innovation is by its nature ‘unexpected’, and therefore unlikely to meet this
test. Europe should not shut the door to innovation in this way.

To resolve this dispute, the trialogue negotiators should come to a compromise in which “reasonable
expectation” is understood as just one of the factors to be taken into account within the balancing
test. This would avoid placing undue emphasis on this difficult to define concept and guarantee the
flexibility required to deliver a future-proof regulation. Furthermore, the concerns that the
“reasonable expectation” test addresses are already addressed by the proposed Privacy Impact
Assessment provision.

1.3 Purpose limitation

An overly constraining interpretation of purpose limitation would stifle the data-driven economy.
This principle is based on the old idea that it is possible to decide on the purposes of a given data
processing activity beforehand. Although traditionally analytics has been used to find answers to
predetermined questions, big data analytics attempts to draw connections and relationships
between data that are unexpected and previously unknown.

Under the proposed Regulation, personal data can generally only be used for those purposes that are
“compatible” with the purpose for which they were initially collected. The Commission sensibly
suggests that if the potential reuse of the data is incompatible with the original purposes, the data
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controller should still be able to justify the processing through recourse to the grounds that can
justify initial processing (e.g. consent, carrying out a legal contract, etc). However, unfortunately, the
Commission omits “legitimate interest” as a grounds for further processing.

We believe the failure to include “legitimate interest” is an important oversight by the Commission.
The use of this legal basis automatically provides protection to the data subject as it can only be used
in conjunction with a balancing test ensuring that the interests of the data subject are not
overridden. Its inclusion would represent an important addition to the efforts to ensure that the
Regulation is genuinely forward looking. It would enable European businesses to adapt to the new
and largely unpredictable ways in which data is used and reused in the big data era, and help them
become global leaders in the field, while maintaining Europe as their home base. In light of these
considerations, we strongly support the Council’s approach, which includes “legitimate interest” as a
ground for further processing but only in situations where the data controller’s interests override
those of the data subject.

1.4. Profiling

The Commission proposed a blanket prohibition on profiling, without the consent of the individual, if
it “leads to measures producing legal effects concerning the data subject or does similarly
significantly affect the interests, rights or freedoms of the concerned data subject”. Such profiling
would only be permitted either by consent, through a contract or if otherwise expressly authorised
by the law of the Member State, provided suitable safeguards for the legitimate interest of the data
subject exist.

The Council’s General Approach proposes a narrower scope for Article 20, with the focus on
automated decision making. It is the legislator’s intention that the article covers data analysis
capable of distinguishing data subjects from one another. In this context, it does not matter whether
this practice is referred to descriptively or via a defined term such as “profiling”.

The European Parliament’s proposed amendments to Article 20 also introduce some positive
aspects, in particular a more detailed “significant effects” test and a better formulation of the right to
object to profiling. Rather than creating a “right” not to be subject to profiling, it explicitly allows it
under certain conditions — the first being that it is not harmful. Lack of harm should be a sufficient
condition to allow profiling, which is still subject to the other protections laid out in the Regulation.
Further conditions are applied if the profiling is reasonably likely to cause harm, including a
restriction of the legal bases available. Reasonable likelihood of significant harm would be
established through a risk assessment. Profiling that causes insignificant harm would not restricted
beyond the other provisions in the Regulation — notably the conditions applying to legal bases.

Our Coalition supports a combination of the Council’s position on profiling and the Parliament’s
suggestions listed above.!

European Commission European Parliament Coalition’s Proposed

Compromise

ARTICLE 6
Lawfulness of processing Lawfulness of processing Lawfulness of processing Lawfulness of processing

1. Processing of personal | 1.Processing of personal | 1.Processing of personal | 1. Processing of personal

1 http://europeandatacoalition.eu/wp-content/uploads/2015/06/Balance-fundamental-rights-more-
effectively-%E2%80%93-or-they-will-suffer.pdf
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data shall be lawful only
if and to the extent that
at least one of the
following applies:

(a) the data subject has
given consent to the
processing of  their
personal data for one or
more specific purposes;

(b) processing is necessary
for the performance of a
contract to which the
data subject is party or in
order to take steps at the
request of the data
subject prior to entering
into a contract;

(c) processing is necessary
for compliance with a
legal obligation to which
the controller is subject;

(d) processing is necessary
in order to protect the
vital interests of the data
subject;

(e) processing is necessary
for the performance of a
task carried out in the
public interest or in the
exercise of official
authority vested in the
controller;

(f) processing is necessary
for the purposes of the
legitimate interests
pursued by a controller,
except  where  such
interests are overridden
by the interests or
fundamental rights and
freedoms of the data
subject which require
protection of personal
data, in particular where
the data subject is a
child. This shall not apply
to processing carried out
by public authorities in
the performance of their
tasks.

2. Processing of personal
data which is necessary
for the purposes of
historical, statistical or
scientific research shall
be lawful subject to the
conditions and
safeguards referred to in

data shall be lawful only
if and to the extent that
at least one of the
following applies:

(b) processing is necessary
for the performance of a
contract to which the
data subject is party or in
order to take steps at the
request of the data
subject prior to entering
into a contract;

(c) processing is necessary
for compliance with a
legal obligation to which
the controller is subject;

subjeet;

(e) processing is necessary
for the performance of a
task carried out in the
public interest or in the
exercise of official
authority vested in the
controller;

(f) processing is necessary
for the purposes of the
legitimate interests
pursued by the controller
or, in case of disclosure,
by the third party to
whom the data is
disclosed, and which
meet the reasonable
expectations of the data
subject based on his or
her relationship with the
controller, except where
such interests are
overridden by the
interests or fundamental
rights and freedoms of
the data subject which
require protection of
personal data——in
particularwhere-the-data

stbject—is—a—child. This
shall  not apply to

processing carried out by
public authorities in the
performance of their

data shall be lawful only
if and to the extent that
at least one of the
following applies:

(a) the data subject has
given unambiguous
consent to the
processing  of  their
personal data for one or
more specific purposes;

(b) processing is necessary
for the performance of a
contract to which the
data subject is party or in
order to take steps at the
request of the data
subject prior to entering
into a contract;

(c) processing is necessary
for compliance with a
legal obligation to which
the controller is subject;

(d) processing is necessary
in order to protect the
vital interests of the data
subject or of another
person;

(e) processing is necessary
for the performance of a
task carried out in the
public interest or in the
exercise of official
authority vested in the
controller;

(f) processing is necessary
for the purposes of the
legitimate interests
pursued by a—-the
controller or by a third
party, except where such
interests are overridden
by the interests or
fundamental rights and
freedoms of the data
subject which require
protection of personal
data, in particular where
the data subject is a
child. Fhis-shal-net-apply

. .
the-performance-of their
tasks.

2. Processing of personal
data which is necessary
for archiving the
purposes in the public
interest, or ef for
historical, statistical or

data shall be lawful only
if and to the extent that
at least one of the
following applies:

(a) the data subject has
given unambiguous
consent to the processing
of their personal data for
one or more specific
purposes;

(b) processing is necessary
for the performance of a
contract to which the
data subject is party or in
order to take steps at the
request of the data
subject prior to entering
into a contract;

(c) processing is necessary
for compliance with a
legal obligation to which
the controller is subject;

(d) processing is necessary
in order to protect the
vital interests of the data
subject or of another
person;

(e) processing is necessary
for the performance of a
task carried out in the
public interest or in the
exercise of official
authority vested in the
controller;

(f) processing is necessary
for the purposes of the
legitimate interests
pursued by a the
controller or by a third
party, except where such
interests are overridden
by the interests or
fundamental rights and
freedoms of the data
subject which require
protection of personal
data, in particular where
the data subject is a
child. This shall not apply
to processing carried out
by public authorities in
the performance exercise
of their tasks

2. Processing of personal
data which is necessary
for archiving the
purposes in the public
interest, or eof for
historical, statistical or
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Article 83.

3. The basis of the
processing referred to in
points (c) and (e) of
paragraph 1 must be
provided for in:

(a) Union law, or

(b) the law of the
Member State to
which the
controller is
subject.

The law of the Member
State must meet an
objective of public interest
or must be necessary to
protect the rights and
freedoms of others, respect
the essence of the right to
the protection of personal
data and be proportionate
to the legitimate aim
pursued.

tasks.

The law of the Member
State must meet an
objective of public interest
or must be necessary to
protect the rights and
freedoms of others, respect
the essence of the right to
the protection of personal
data and be proportionate
to the legitimate aim
pursued. Within the limits
of this Regulation, the law
of the Member State may
provide details of the
lawfulness of processing,
particularly as regards data
controllers, the purpose of
processing and purpose
limitation, the nature of
the data and the data

subjects, processing
measures and procedures,
recipients, and the

duration of storage.

scientific research
purposes shall be lawful
subject also to the
conditions and

safeguards referred to in
Article 83.

3. The basis ef for the
processing referred to in
points (c) and (e) of
paragraph 1 must be
provided—for established

in accordance with:
(a) Union law, or

(b) National the law
of the Member
State to which
the controller is

subject.
The purpose of the
processing shall be

determined in this legal
basis or as regards the
processing referred to in
point (e) of paragraph 1,
be necessary for the
performance of a task
carried out in the public
interest or in the exercise
of official authority vested
in the controller. This legal
basis may contain specific
provisions to adapt the
application of rules of this
Regulation, inter alia the
general conditions
governing the lawfulness
of data processing by the
controller, the type of data
which are subject to the
processing, the data
subjects concerned; the
entities to, and the
purposes for which the
data may be disclosed; the
purpose limitation; storage
periods and processing
operations and processing
procedures, including
measures to ensure lawful
and fair processing,
including for other specific
processing situations as
provided for in Chapter IX.

3a. In order to ascertain
whether a purpose of
further processing (...)is

scientific research
purposes shall be lawful
subject to the conditions
and safeguards referred
toin Article 83.

3. The  basis of the
processing referred to in
points (c) and (e) of
paragraph 1 must be
provided for in:
(a) Union law, or
(b) the law of the
Member State to
which the
controller is
subject.

The law of the Member

State must meet an
objective of public
interest or must be

necessary to protect the
rights and freedoms of
others, respect  the
essence of the right to
the protection of
personal data and be
proportionate to the
legitimate aim pursued.

3a. In order to ascertain
whether a purpose of
further processing (...)is
compatible with the one
for which the data are
initially  collected, the
controller shall take into
account, unless the data
subject has given consent,
inter alia:

(a) any link between the
purposes for which the
data have been collected
and the purposes of the
intended further
processing;

(b) the context in which
the data have been
collected;

(c) the nature of the
personal data, in particular
whether special categories
of personal data are
processed, pursuant to
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compatible with the one
for which the data are
initially  collected, the
controller shall take into
account, unless the data
subject has given consent,
inter alia:

(a) any link between the
purposes for which the
data have been collected
and the purposes of the
intended further
processing;

(b) the context in which
the data have been
collected;

(c) the nature of the
personal data, in particular
whether special categories
of personal data are

processed, pursuant to
Article 9;

(d) the possible
consequences of the
intended further
processing for data
subjects;

(e) the existence of

appropriate safeguards

Article 9;

(d) the possible
consequences of the

intended further
processing for data
subjects;

(e) the existence of

appropriate safeguards

4. Where the purpose of

further processing is not
compatible with the one
for which the personal
data have been
collected, the processing
must have a legal basis at
least in one of the
grounds referred to in
points (a) to (e) of
paragraph 1. This shall in
particular apply to any
change of terms and
general conditions of a
contract.

4. Where the purpose of
further processing is net
incompatible with the
one for which the
personal data have been
collected by the same
controller, the further
processing must have a
legal basis at least in one
of the grounds referred
to in points (a) to (e) of
paragraph 1. Fhis-shat-n
partielar—apply—te—any
change—of terms—and
generalconditions—of 2
€ontract. Further
processing by the same

4. Where the purpose of
further processing is net
incompatible with the
one for which the
personal data have been
collected by the same
controller, the further
processing must have a
legal basis at least in one
of the grounds referred
to in points (a) to (e) of
paragraph 1. This shall in
particular apply to any
change of terms and
general conditions of a
contract.
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controller for
incompatible purposes
on grounds of
legitimate interests of
that controller or a third
party shall be lawful if
these interests override
the interests of the data
subject.

Further processing by the
same controller for
incompatible purposes
on grounds of legitimate
interests of that
controller or a third
party shall be lawful if
these interests override
the interests of the data
subject.

5

. The Commission shall be
empowered to adopt
delegated acts in

accordance with Article
86 for the purpose of
further specifying the
conditions referred to in
point (f) of paragraph 1
for various sectors and
data processing
situations, including as
regards the processing of
personal data related to
a child.

European Commission

European Parliament

ARTICLE 20

Coalition’s Proposed
Compromise

Measures Based On
Profiling

Profiling

Automated Individual
Decision Making

Automated Individual
Decision Making

1.

Every natural person
shall have the right not
to be subject to a
measure which produces
legal effects concerning
this natural person or
significantly affects this
natural  person, and
which is based solely on
automated  processing
intended to evaluate
certain personal aspects
relating to this natural
person or to analyse or
predict in particular the

natural person's
performance at work,
economic situation,

location, health, personal
preferences, reliability or
behaviour.

Subject to the other
provisions of this
Regulation, a person may
be subjected to a
measure of the kind
referred to in paragraph

. Without prejudice to the

provisions in Article 6
every natural person
shall have the right to
object to profiling in
accordance with Article
19. The data subject
shall be informed about
the right to object to
profiling in a highly
visible manner. shall

1. Every-natural-person The

data subject shall have
the right not to be subject
to a weasure decision
based solely on
automated  processing,
inlcuding profiling, which
produces legal effects
concerning this—hnaturat
persen him or her or
significanly affects this
natural persen him or her;
and-which-is-based-selely

Every—natural—person

shall The data subject

may be subject to a
measure decision which
sredueos—Ilegal—afiosis
. .
nifi

affest——dhis——natul
persen—and  which is
based solely on
automated  processing
intended to evaluate
certain personal aspects
relating to this—matural
persen him or her or to
analyse or predict in
particular the—mnaturat
persens  his or her
performance at work,
economic situation,
location, health, personal
preferences, reliability or
behaviour only if the
decision:




1 only if the processing:

(a) is carried out in the
course of the entering
into, or performance of,
a contract, where the
request for the entering
into or the performance
of the contract, lodged
by the data subject, has
been satisfied or where
suitable measures to
safeguard  the data
subject's legitimate
interests have been
adduced, such as the
right to obtain human
intervention; or

(b) is expressly authorized
by a Union or Member
State law which also lays
down suitable measures
to safeguard the data
subject's legitimate
interests; or

(c) is based on the data
subject's consent, subject
to the conditions laid
down in Article 7 and to
suitable safeguards.

3. Automated processing of
personal data intended
to  evaluate certain
personal aspects relating
to a natural person shall
not be based solely on
the special categories of
personal data referred to
in Article 9.

4. In the cases referred to
in paragraph 2, the
information to be

provided by the
controller under Article
14 shall include

information as to the
existence of processing
for a measure of the kind
referred to in paragraph
1 and the envisaged
effects of such
processing on the data
subject.

5. The Commission shall be
empowered to adopt
delegated acts in
accordance with Article
86 for the purpose of
further specifying the
criteria and conditions
for suitable measures to

2. Subject to the other
provisions of this
Regulation, a person
may be subjected to a
measure—of —the—kind
referred-to-in-paragraph
1 profiling which leads
to measures producing
legal effects concerning
the data subject or does
similarly  significantly
affect the interests,
rights or freedoms of

the concerned data
subject only if the
processing:

(a) is carried—out—in—the
eourse—of necessary for
the entering into, or
performance of, a
contract, where the
request for the entering
into or the performance
of the contract, lodged
by the data subject, has
been satisfied erwhere
provided that suitable
measures to safeguard
the data subject's
legitimate interests have
been adduced, sueh—as

the—right —to—obtain
human-intervention; or

(b) is expressly authorized
by a Union or Member
State law which also lays
down suitable measures
to safeguard the data
subject's legitimate
interests; or

(c) is based on the data
subject's consent,
subject to the
conditions laid down in
Article 7 and to suitable
safeguards.

persen  Profiling that
has the effect of
discriminating  against
individuals on the basis
of race or ethnic origin,
political opinions,

Paragraph 1
if the

processing
shall not apply
decision:

(a) is earried—out—in—the
course—of—the necessary
for entering into, or
performance of, a
contract, between the
data subject and a data
controller where—the

intervention; or
(b) is expresshy authorized
by a Union or Member

State law to which the
controller is subject and

which also lays down
suitable  measures to
safeguard the data
subject's rights and

freedoms and legitimate
interests; or

(c) is based on the data
subject's explicit consent;

. | "

. i Article 7

te—su‘"ta‘bl'e—sa‘feg‘u‘apdsl .
1b. In cases referred to in
paragraph 1a (a) and (c)
the data controller shall
implement suitable
measures to safeguard
the data subject’s rights
and freedoms and
legitimate interests, at
least the right to obtain
human intervention on
the part of the
controller, to express
his or her point of view
and to contest the

decision:

3.-Automated-processingof
persenal-data-intendedto
evaluate—certain—personal
aspeets—relating—te—a
naturalperson Decisions

be——rubiogted—fs—0n
FAeR S e —a T e—dnd
referred-to-in—paragraph
deerhithesresossing:
(a) does not significantly
harm him or her or
produce legal effects
concerning him or her;
or

(ab) is earried—out—inthe
course—of necessary for

the entering into, or
performance of, a
contract, where the

request for the entering
into or the performance
of the contract, lodged
by the data subject, has
been satisfied er—where
provided that suitable
measures to safeguard
the data subject's
legitimate interests have
been adduced, such as
the right to obtain
human intervention; or

(bc) is expressly authorized
by a Union or Member
State law to which the
controller is subject and

which also lays down
suitable measures to
safeguard the data
subject's rights and

freedoms and legitimate
interests; or

d) is based on the data
subject's  prior and
explicit consent subjeet
clevm—inAtiele—land—te
suitablesafeguards.

2.In cases referred to in
paragraph 1(b), 1(c), and
1(d), the data controller
shall implement suitable
measures to safeguard
the data subject’s rights
and freedoms and
legitimate interests, at
least the right to obtain
human intervention on
the part of  the
controller, to obtain an
explanation of the
decision, to express his
or her point of view and
to contest the decision.

3. Auteranted-presassingot
persopal—data—intended
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safeguard the data
subject's legitimate
interests referred to in
paragraph 2.

religion or beliefs, trade
union membership,
sexual orientation or
gender identity, or that
results in measures
which have such effect,
shall be prohibited. The

controller shall
implement effective
protection against

possible discrimination
resulting from profiling.
Profiling shall not be
based solely on the
special categories of
personal data referred
toin Article 9.

fer Profiling which leads
to measures producing
legal effects concerning
the data subject or does
similarly  significantly
affect the interests,
rights or freedoms of
the concerned data
subject shall not be
based solely or
predominantly on
automated processing
and shall include
human assessment,
including an
explanation of the
decision reached after
such an assessment.
The suitable measures
to safeguard the data
subject's legitimate
interests referred to in
paragraph 2 shall
include the right to

referred to in paragraph

1la shall not be based
solely on special
categories of personal

data referred to in Article
9(1), unless points (a) or
(g) of Article 9(2) apply
and suitable measures to
safeguard the data
subject's  rights  and
freedoms and legitimate
interests are in place.

to——evaluate —certain
sormeralassessralating
to—a—paturalperson-—shall

metlbeo—based—selel—an
Profiling that has the

effect of discriminating
against data subjects on
the basis of the special
categories of personal
data referred to in Article
9, or that is reasonably
likely to have such
effects, shall be
prohibited.

4 lp—the—cases—referred—to

5. The Commission shall be
empowered to adopt
delegated—————————acts
Recommendations in
accordance with Article
86 for the purpose of
further specifying the
for suitable measures to
safeguard the data
subject's legitimate
interests referred to in
paragraphs 1 and 2.
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obtain human
assessment and an
explanation of the
decision reached after
such assessment.

5a. The European Data
Protection Board shall
be entrusted with the
task of issuing
guidelines,
recommendations and
best practices in
accordance with point
(b) of Article 66 (1) for
further specifying the
criteria and conditions
for profiling pursuant to
paragraph 2.

2. Promote a consistent application of the GDPR throughout the EU

The one-stop-shop regime is intended to streamline oversight of data protection in the EU. Currently,
businesses operating across the trading bloc can be forced to answer to data protection authorities
(DPAs) in each EU country. To address this issue, the Commission proposed the one-stop-shop
regime to enable data protection cases to be handled by a single regulator based in the EU country
where the business has its 'main establishment'. Other DPAs would be able to have a say in cases
where the privacy rights of citizens in their country are at issue.

To address several concerns raised by the Member States, the Council suggested a compromise
which is weaker in uniting the EU’s divergent national systems. Under the plans, only important cross
border cases would be handled in accordance with the one-stop-shop regime. Allowing several
national authorities to be competent in a case would lead to lengthy procedures and lack of legal
certainty for controllers, processors and even data subject seeking redress.

The Coalition supports a more meaningful harmonisation effort and therefore believes that the
Commission’s proposal should be preserved. Moreover, to promote the goal of legal certainty, it is
crucial to establish guidance on what constitutes a “main establishment” in the context of identifying
the lead DPA overseeing data processing activities. It is our view that the definition of the main
establishment should be based on a common set of objective criteria for processors and controllers,
allowing for the selection of the undertaking or the entity within the group of undertaking, which
would be best placed to ensure compliance with the one stop shop decision across the EU. After all,
the one stop shop mechanism is supposed to be broader than just establishing non-compliance also
including authorization and approval measures, making it hard to justify why processors are taken
out of its scope.

We are further disappointed that the definition put forward on transnational processing, which
suggests to keep the threshold of cases benefiting from the one stop shop mechanism at a
considerably high level. It is our view, which the possibility of benefiting from this structure should be
available to all cases that are not exclusively of local nature.
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European Commission European Parliament Council Coalition’s Proposed

Compromise
ARTICLE 51
Competence Competence Competence Competence
1. Each supervisory | 1. Each supervisory | 1. Each supervisory | 1. Each supervisory
authority shall exercise, | authority shall be | authority shall be authority shall exercise,
on the territory of its | competent to perform the | competent to perform the on the territory of its
own Member State, the | duties and to exercise, en | tasks and exercise, en—the own Member State, the

powers conferred on it in | the—territory—of—its—own | territory—eof—its—own powers conferred on it in
accordance with this | MemberState, the powers | Member-State, the powers accordance with this

Regulation. conferred on it in | conferred on it in Regulation.
accordance with this | accordance with this
Regulation on the territory | Regulation on the territory
of its own Member State, | of its own Member State.
without prejudice  to
Articles 73 and 74. Data
processing by a public
authority shall be
supervised only by the
supervisory authority of
that Member State.

States, without prejudice
to the provisions of
Chapter VIl of this
Regulation.

this—Regulatien-is carried

out by public authorities or
private bodies acting on
the basis of points (c) or (e)
of Article 6(1), the
supervisory authority of
the Member State
concerned shall be
competent. In such cases
Article 51a does not apply.

2. Where the processing of | deleted 2. Where the processing of | 2. Where the processing of
personal data takes place persopnal-data-takesplacein personal data takes place
in the context of the the-context-of theactivities in the context of the
activities of an of an—establishment—of—a activities of an
establishment of a controller-ora-processorin establishment of a
controller or a processor the—Union——and—the controller or a processor
in the Union, and the controller—or—processer—is in the Union, and the
controller or processor is established—in—more—than controller or processor is
established in more than one—Member—State,—the established in more than
one Member State, the supervisory-authority-of the one Member State, the
supervisory authority of main—establishment-of-the supervisory authority of
the main establishment controllerorprocessorshall the main establishment
of the controller or be—competent—for—the of the controller or
processor shall be supervision——ef—the processor shall be
competent for  the processing—activities—of—the competent  for  the
supervision of the eontroller—ortheprocesser supervision of the
processing activities of in—atl—Member—States; processing activities of
the controller or the witheut—prejudice—te—the the controller or the
processor in all Member provistons-et-ChapteriH-of processor in all Member

States, without prejudice
to the provisions of
Chapter VIl of this
Regulation.

3. Fhe—sSupervisory | 3 The supervisory

3. The supervisory | 3 The supervis .
be | authority shall not be | authority shall not be

authority shall not be | authority shall

competent to supervise | competent tg-"supervise | competent to supervise | competent to supervise
processing operations of i operations of | processing operations of | processing operations of
courts acting in their in  their | courts acting in their | courts acting in their
judicial capacity. judicial capacity. judicial capacity.
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3. Lay the foundations for open and secure international data transfers

3.1. Adequacy decisions and Appropriate Safeguards (including Binding Corporate Rules)

The Coalition encourages the Commission to continue to promote and expand mutual recognition
through adequacy assessments of third countries’ privacy regulations. This will limit the need for
individual Member State authorities to approve cross-border data flows, as well as the need for
controllers or processors to rely on complex alternative transfer mechanisms. Furthermore,
adequacy decisions should impose reciprocal obligations to keep the third countries’ personal data
flows open into the EU and improve the business conditions for EU based data processing.

When international harmonisation of privacy regulations cannot be realistically achieved, the
Coalition supports the ambition of the EU Institutions to foster the use of effective legal transfer
mechanisms such as Binding Corporate Rules (BCRs) for both controllers and processors or Standard
Contractual Clauses (SCCs) to facilitate trans-border data flows.

The introduction of sunset clauses as proposed by the European Parliament’s suggested
amendments in Chapter V would result in unnecessary regulatory uncertainty and make it
prohibitively costly for private companies to invest in these transfer mechanisms. Compliance with
well-established and trusted data transfer arrangements under Directive 95/45/EC already resulted
in significant investment by European businesses.

Both the Commission and the Council take a more appopriate approach to existing transfer
mechanisms, allowing them to continue until amended, replaced or repealed by the Commission.
The Coalition supports this approach as it safeguards investment and international trade.?

3.2. Prohibition of data disclosure requests by third countries

Article 43a (new) on data disclosure requests from third countries would create extraterritorial
conflicts of law for European companies operating inside and outside the EU. This would leave
companies in impossible situations, moreover it provides no meaningful legal protection for citizens.
The deletion of this article is strongly recommended.

3.3. Legitimate interest as a mechanism for international data transfers

The Regulation should account for the global nature of today’s data value chains and the increasing
role of global digital markets. In today’s economy, products and applications are based on systems
constructed in both EU and non-EU countries. As developers and support personnel in many cases
reside in various countries, allowing them to perform their work remotely is a necessity given today’s
global distribution value chains.

The Coalition is supportive of the Council’s willingness to preserve the derogation contained in Art.
44/1.h. Others have mistakenly made the case that this clause risks lowering the level of protection
currently provided under the EU acquis. Such arguments, however, do not adequately account for
the restrictiveness of the conditions under which this transfer mechanism would operate. This
derogation would not cover mass transfers or frequent small-scale transfers of end-user data. Its
fundamental objective is to address business-to-business situations when a temporary, non-bulk and
non-frequent data transfer of personal data is necessary for the completion of a support function,
troubleshooting action or routine control. If this exception is discarded, the vital flexibility enabling

2 http://europeandatacoalition.eu/wp-content/uploads/2015/06/Keep-Europe-open-to-international-data-
transfers.pdf
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business-to-business outsourcing and catering to industrial internet data processing needs would
disappear.

European Commission European Parliament Council Coalition’s Proposed
Compromise
ARTICLE 41
Transfers with an Transfers with an Transfers with an Transfers with an

Adequacy Decision

Adequacy Decision

Adequacy Decision

Adequacy Decision

(...)

5.The
Commission may decide
that a third country, or a
territory or a processing
sector within that third

country, or an
international organisation
does not ensure an
adequate level of
protection  within the

meaning of paragraph 2
of this Article, in
particular in cases where
the relevant legislation,
both general and sectoral,
in force in the third
country or international
organisation, does not
guarantee effective and
enforceable rights
including effective
administrative and judicial
redress for data subjects,
in particular for those
data subjects residing in
the Union whose personal
data are being
transferred. Those

implementing acts shall
be adopted in accordance
with the examination
procedure referred to in
Article 87(2), or, in cases
of extreme urgency for
individuals with respect to

their right to personal
data protection, in
accordance  with  the

procedure referred to in
Article 87(3).

(...)

8. Decisions adopted by the
Commission on the basis of
Article 25(6) or Article 26(4)
of Directive 95/46/EC shall

remain in force until
amended, replaced or
repealed by the

(...)

5. The Commission
may shall be empowered to
adopt delegated acts in
accordance with Article 86
todecide that a third
country, or a territory or a
processing sector within
that third country, or an
international  organisation
does not ensureor no
longer ensures an adequate
level of protection within
the meaning of paragraph 2
of this Article, in particular
in cases where the relevant
legislation, both general and
sectoral, in force in the third
country or international
organisation, does not
guarantee effective and
enforceable rights including
effective administrative and
judicial redress for data
subjects, in particular for
those data subjects residing
in the Union whose personal
data are being
transferred. Fhose

8. Decisions adopted by the
Commission on the basis of
Article 25(6) or Article 26(4)
of Directive 95/46/EC shall
remain in force until five
years after the entry into
force of this Regulation
unless amended, replaced

(...)

3a. Decisions adopted by
the Commission on the basis
of Article 25(6) or Article
26(4) of Directive 95/46/EC
shall remain in force until
amended, replaced or
repealed by a Commission
Decision adopted in
accordance with paragraph
3or5.

(...)

5. The
Commission may decide
that a third country, or a
territory or a preeessing
specified sector within
that third country, or an
international organisation
dees—not—no longer
ensures an adequate level
of protection within the
meaning of paragraph 2 ef

i Article i - .

transferred—These and
may, where necessary,
repeal, amend or suspend
such decision without
retro-active effect. The
implementing acts shall be
adopted in accordance
with  the examination
procedure referred to in
Article 87(2) or, in cases of
extreme urgency fer

(...)

3a. Decisions adopted by
the Commission on the basis
of Article 25(6) or Article
26(4) of Directive 95/46/EC
shall remain in force until
amended, replaced or
repealed by a Commission
Decision adopted in
accordance with paragraph
3or5.

(...)

5. The
Commission may decide
that a third country, or a
territory or a processing
sector within that third
country, or an
international organisation
does not ensure an
adequate level of
protection within the
meaning of paragraph 2
of  this  Article, in
particular in cases where
the relevant legislation,
both general and sectoral,
in force in the third
country or international
organisation, does not
guarantee effective and
enforceable rights
including effective
administrative and judicial
redress for data subjects,
in particular for those
data subjects residing in
the Union whose personal
data are being
transferred. Fhose
. )




Commission.

or repealed by the
Commission before the end
of this period.

individuale witt
e rial

proteetion; in accordance

with the procedure

referred to in Article 87(3).

5a. The Commission shall
enter into consultations
with the third country
or international
organisation with a view
to remedying the
situation giving rise to
the Decision made
pursuant to paragraph
5.

(...)

-
¢ .
A‘Ft"el’e‘gi(%)—‘ v
5a. The Commission shall
enter into consultations
with the third country or
international  organisation
with a view to remedying
the situation givirg—rise—to
the before taking a Decision
made pursuant to paragraph
5. The Commission shall
ensure appropriate
publicity for this
consultation.

European Commission European Parliament Council Coalition’s Proposed
Compromise
ARTICLE 42
Transfers by way of | Transfers by way of | Transfers by way of | Transfers by way of
Appropriate Safeguards Appropriate Safeguards Appropriate Appropriate Safeguards
Safeguards

(...)

5. Where the appropriate
safeguards with respect to
the protection of personal
data are not provided for in
a legally binding instrument,
the controller or processor
shall obtain prior
authorisation for the
transfer, or a set of
transfers, or for provisions
to be inserted into
administrative

arrangements providing the
basis for such transfer. Such
authorisation by the
supervisory authority shall
be in accordance with point
(a) of Article 34(1). If the
transfer is related to
processing activities which
concern data subjects in
another Member State or
other Member States, or
substantially affect the free
movement of personal data
within the Union, the
supervisory authority shall
apply the consistency
mechanism referred to in
Article 57. Authorisations by
a supervisory authority on

(...)

5. Authorisations by a
supervisory authority on the
basis of Article 26(2) of
Directive 95/46/EC  shall
remain valid until two years
after the entry into force of
this  Regulation unless
amended, replaced or
repealed by that supervisory
authority before the end of
this period.

(...)

5b. Authorisations by a
supervisory authority on
the basis of Article 26(2)
of Directive 95/46/EC
shall remain valid, until
amended, replaced or
repealed by a
Commission Decision in
accordance with
paragraph 2.

S5b. Authorisations by a
supervisory authority on the
basis of Article 26(2) of
Directive 95/46/EC  shall
remain valid, until amended,
replaced or repealed by a
Commission  Decision in
accordance with paragraph
2.
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the basis of Article 26(2) of
Directive 95/46/EC  shall
remain valid, until amended,
replaced or repealed by that
supervisory authority.

European Commission

European Parliament

Coalition’s Proposed
Compromise

ARTICLE 44
Derogations Derogations Derogations Derogations
1.In the absence of an | 1. In the absence of an | 1. In the absence of an | 1.In the absence of an
adequacy decision adequacy decision adequacy decision adequacy decision
pursuant to Article 41 or pursuant to Article 41 or pursuant to paragraph 3 pursuant to Article 41, or
of appropriate safeguards of appropriate of Article 41, or of of appropriate safeguards

pursuant to Article 42, a
transfer or a set of
transfers of personal data
to a third country or an
international organisation
may take place only on
condition that:

()

safeguards pursuant to
Article 42, a transfer or a
set of transfers of
personal data to a third
country or an
international
organisation may take
place only on condition
that:

appropriate safeguards
pursuant to Article 42,
including binding
corporate rules, a
transfer or a set
category of transfers of
personal data to a third
country or an
international

pursuant to Article 42, a
transfer or a set of
transfers of personal data
to a third country or an
international organisation
may take place only on
condition that:

()

(h) the transfer s () organisation may take (h) the transfer, which is
necessary for the place only on condition temporary, not large or
purposes of the legitimate {th}—the—transfer —is that: frequent, is necessary for
interests pursued by the necessary——for—the the purposes of the
o () - .
controller or the purposes-ofthelegitimate legitimate interests
processor, which cannot interests—pursued—bythe (h) the transfer, which is pursued by the controller
be qualified as frequent controlle———or—the not large or frequent, is or the processor which
or massive, and where the processer—which—eannot necessary for the are not overridden by the
controller or processor be—gualified—as—frequent purposes of the legitimate interests or rights and
has assessed all the ermassiverand-where-the interests pursued by the freedoms of the data
circumstances eentreler—or—processeor controller which are not subject which—eannotbe
surrounding the data has—assessed—all—the overridden by the salifled—s—freguener
transfer operation or the eircumstances interests or rights and massive, and where the
set of data transfer surreunding—the—data freedoms of the data controller or processor
operations and based on transfer—operation—or—the subject er—the—processer; has assessed all the
this assessment adduced set—of —data—transfer which-cannot-begqualified circumstances
appropriate  safeguards operations—and-based-on as—frequent—or—massive, surrounding the data
with respect to the this—assessment—adduced and where the controller transfer operation or the
protection of personal appropriate—sateguards er-proeesser has assessed set of data transfer
data, where necessary. with—respect—teo—the all  the circumstances operations and based on
protection—of—personal surrounding the data this assessment adduced
data,wherenecessary: transfer operation or the appropriate  safeguards
set of data transfer with respect to the
operations and based on protection of personal
this assessment adduced data.
apprepriate suitable
safeguards with respect
to the protection of
personal  data—where
necessary.
RECITAL 86
Provisions should be made | Provisions should be made | Provisions should be made | Provisions should be made
for the possibility for | for the possibility for | for the possibility for | for the possibility for
transfers in certain | transfers in certain | transfers in certain | transfers in certain
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circumstances where the
data subject has given his
consent, where the transfer
is necessary in relation to a
contract or a legal claim,
where important grounds of
public interest laid down by
Union or Member State law
so require or where the
transfer is made from a
register established by law
and intended for
consultation by the public or
persons having a legitimate
interest. In this latter case
such a transfer should not
involve the entirety of the
data or entire categories of
the data contained in the

register and, when the
register is intended for
consultation by persons

having a legitimate interest,
the transfer should be made
only at the request of those
persons or if they are to be
the recipients.

circumstances where the
data subject has given his
explicit consent, where the
transfer is necessary
occasional in relation to a
contract or a legal claim,
regardless of whether in a

judicial procedure or
whether in an
administrative or any out-
of-court procedure,

including procedures before
regulatory bodies. Provision
should also be made for the
possibility for transfers
where important grounds of
public interest laid down by
Union or Member State law
so require or where the
transfer is made from a
register established by law
and intended for
consultation by the public or
persons having a legitimate
interest. In this latter case
such a transfer should not
involve the entirety of the
data or entire categories of
the data contained in the

register and, when the
register is intended for
consultation by persons

having a legitimate interest,
the transfer should be made
only at the request of those
persons or if they are to be
the recipients, taking into
full account the interests
and fundamental rights of
the data subject.

circumstances where the
data subject has given his
explicit consent, where the
transfer is necessary
occasional in relation to a
contract or a legal claim,
regardless of whether in a

judicial procedure or
whether in an
administrative or any out-
of-court procedure,

including procedures before
regulatory bodies. Provision
should also be made for the
possibility for transfers
where important grounds of
public interest laid down by
Union or Member State law
so require or where the
transfer is made from a
register established by law
and intended for
consultation by the public or
persons having a legitimate
interest. In this latter case
such a transfer should not
involve the entirety of the
data or entire categories of
the data contained in the

register and, when the
register is intended for
consultation by persons

having a legitimate interest,
the transfer should be made
only at the request of those
persons or if they are to be
the recipients.

circumstances where the
data subject has given his
explicit consent, where the
transfer is necessary
occasional in relation to a
contract or a legal claim,
where important grounds of
public interest laid down by
Union or Member State law
so require or where the
transfer is made from a
register established by law
and intended for
consultation by the public or
persons having a legitimate
interest. In this latter case
such a transfer should not
involve the entirety of the
data or entire categories of
the data contained in the

register and, when the
register is intended for
consultation by persons

having a legitimate interest,
the transfer should be made
only at the request of those
persons or if they are to be
the recipients. When a
controller in a third country
needs to transfer back the
personal data from an EU-
based processor, such a
controller shall have the
right to transfer back the
personal data  without
restrictions.

4. Maintain clear and separate roles and responsibilities for controllers and processors

Under the current 95/46/EC Directive, the responsibility and liability vis-a-vis the data subject lies
with the data controller. This system has stood the test of time, providing companies with clarity
regarding roles and responsibilities, and ensuring consumers know who to turn to in case of a
problem. Therefore, the existing liability principles should be maintained in the new Regulation.
Nevertheless, processors should continue to assume direct liability when they operate outside of a
contract with a controller. When this occurs the processor becomes a controller in its own right,
assumes direct responsibility for the processing and is subject to the penalties laid out in the

processing contract.

We caution against the introduction of a “one-size-fits-all” joint liability model that blurs the
responsibilities in the data processing value chain. Joint liability is a model that has failed in the past.
It was introduced in the 2001 model clauses for the transfer of personal data and proved to be overly
burdensome for all parties involved. This led to a low uptake of the model clauses and a revision by
the Commission in December 2004, later upheld in 2010. The Article 29 Working Party has also
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expressed its doubts over the concept, stating that joint liability is burdensome and risks preventing

controllers from using standard contractual clauses.

We understand that the joint liability proposal aims to protect data subjects in cases where the
controller ceases to exist. We agree that in such unique cases, the data subject must be protected
and we believe that the 2010 model clauses provide an effective solution to such a situation. In the
event that a controller disappears, the data subject should be able to turn to the processor through a
scheme of subsidiary liability. This means that the data subject is guaranteed redress in all
circumstances. This system has been tested and proven efficient over time, allowing the market to
thrive while protecting the rights of data subjects. We support the Council’s position, provided the
concerns above are improved.?

European Commission

European Parliament

Coalition’s Proposed

Compromise

ARTICLE 77

Right to Compensation
and Liability

Right to Compensation
and Liability

Right to Compensation
and Liability

Right to Compensation
and Liability

1. Any person who has
suffered damage as a result
of an unlawful processing
operation or of an action
incompatible  with  this
Regulation shall have the
right to receive
compensation from the
controller or the processor
for the damage suffered.

2. Where more than one
controller or processor is
involved in the processing,
each controller or processor
shall be jointly and severally
liable for the entire amount
of the damage.

B. The controller or the
processor may be exempted
from this liability, in whole
or in part, if the controller
or the processor proves that
they are not responsible for
the event giving rise to the
damage.

1. Any person who has
suffered damage, including
non-pecuniary damage, as
a result of an unlawful
processing operation or of
an action incompatible
with this Regulation shall
have the right to reeeive
claim compensation from
the controller or the
processor for the damage
suffered.

2. Where more than one
controller or processor is
involved in the processing,
each of those controllers or
processors shall be jointly
and severally liable for the
entire amount of the
damage, unless they have
an appropriate written
agreement  determining
the responsibilities
pursuant to Article 24.

3. The controller or the
processor may be
exempted from this
liability, in whole or in part,
if the controller or the
processor proves that they
are not responsible for the
event giving rise to the
damage.

1. Any person who has
suffered material or
immaterial damage as a
result of an—unlawful a
processing eperation—or
ef— an— actien
incompatible which is
not in compliance with
this Regulation shall have
the right to receive
compensation from the
controller or the
processor for the
damage suffered.

2. Where—more-than-one
Any controller oF

proeessor—is involved in

the processing each
controller—or—processor
shall be jeintly—and

severaly liable for the
entire—ameunt—ef the
damage caused by the
processing which is not
in compliance with this
Regulation. A processor
shall be liable for the
damage caused by the
processing only where it
has not complied with
obligations  of this
Regulation specifically
directed to processors
or acted outside or
contrary to lawful

. Any persen data subject

who has suffered damage
as a result of an unlawful
processing operation or of
an action incompatible with
this Regulation shall have
the right to receive
compensation from the

controller er—the—precessor

for the damage suffered.

Where more than one
controller er—proecesser is
involved in the processing,
each controller erprecesser
shall be jeinthyand-severally

liable for the entire amount
of the damage, unless they

have an appropriate
written agreement
determining the

responsibilities pursuant to
Article 24. A processor shall
be liable for the damage
caused by the processing
only where it acted outside

or contrary to lawful
instructions of the
controller.

The controller or the

processor way shall be
exempted from this liability,
in whole or in part, if the
controller or the processor
proves that they are not

3 http://europeandatacoalition.eu/wp-content/uploads/2015/06/GDPR-Maintain-clear-and-separate-roles-

and-responsabilities-for-controllers-and-processors.pdf
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instructions of the
controller.

3. Fhe-A controller or the
processor #ay shall be
exempted from this
liability_in—whele—er—in
part_in accordance with
paragraph 2, if the
controller——or—the
proeessor it proves that
they—-are it is not in any
way responsible, for the
event giving rise to the
damage.

4. Where more than one
controller or processor
or a controller and a
processor is are involved
in the same processing
and, where they are, in
accordance with
paragraphs 2 and 3,
responsible for any
damage caused by the
processing, each
controller or processor
shall be jeintlr—and
severaly held liable for
the entire ameunt-ofthe
damage.

5. Where a controller or
processor has, in
accordance with
paragraph 4, paid full
compensation for the
damage suffered, that
controller or processor
shall be entitled to claim
back from the other
controllers or processors
involved in the same
processing that part of
the compensation
corresponding to their
part of responsibility for
the damage in
accordance with the
conditions set out in
paragraph 2.

6. Court proceedings for
exercising the right to
receive compensation
shall be brought before
the courts competent
under national law of
the Member State
referred to in paragraph
2 of Article 75.

responsible for the event
giving rise to the damage.

. If a data subject is not able

to bring a claim for
compensation in
accordance with paragraph
1 against the controller,
because the controller has
ceased to exist in law, the
data subject may issue a
claim against the processor
for harm caused by it and
for which the processor
was responsible, unless any
successor entity has
assumed the respective
legal obligations of the
data controller by contract
of by operation of law, in
which case the data subject
can enforce its rights
against such entity.
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5. Adopt a proportionate sanctions regime

The GDPR suggests basing penalties on global turnover, including revenues that are entirely
unrelated to data processing. The resulting penalties, without clear codified sanctions guidelines,
could be completely disproportionate to the extent of the data processing, and the extent of any
potential non-compliance that actually occurs. This will diminish incentives for data-driven
innovation for global companies as well as discouraging “old-economy” companies from digitising
and modernising.

The main focus of enforcement should be placed on the increased detection of data breaches and
the promotion of feedback from industry so as to improve operational practices, codes of conduct,
etc. Deterrence through fines and sanctions is necessary in some instances to make the Regulation
credible, however it should not become de-facto the main enforcement objective when dealing with
well-intended and accountable companies.

Better enforcement should ensure the implementation of the rules and users’ rights through more
robust enforcement by adopting sanctions against those actors who wilfully or in a grossly negligent
way do not fulfil the data protection rights of their users. Blanket fines without a case-by-case
examination are counterproductive.

The Coalition supports the idea that fines should be proportionate and capped, and that the basis
used to calculate fines should be matched to data processing activities. We are firmly against the
idea of using global turnover as the basis for penalties. We support the Council’s position provided
that the basis for the calculation of fines is reviewed. On the positive side, the Council’s position
lowers the level of sanctions, adds discretionary factors and defines more precisely the conditions for
sanctions to be applied.?

Coalition’s
Compromise

European Parliament Council Proposed

European Commission

ARTICLE 79

Administrative sanctions

Administrative sanctions

General Conditions for
Imposing Administrative

General Conditions for
Imposing Administrative

Fines Fines
1. Each supervisory | 1. Each supervisory | 1. Each supervisory . Eaeh The lead supervisory
authority shall be authority shall be authority shall be authority shall be
empowered to impose empowered to impose empowered—to—impese empowered to impose
administrative  sanctions administrative sanctions ensure that the administrative  sanctions
in accordance with this in accordance with this imposition of in accordance with this

Article.

2. The administrative
sanction shall be in each
individual case effective,
proportionate and
dissuasive. The amount of

Article. The supervisory
authorities  shall  co-
operate with each other
in accordance with
Articles 46 and 57 to
guarantee a harmonized
level of sanctions within

administrative sanetions
fines in—acecordance—with
pursuant to this Article in
respect of infringements
of this Regulation
referred to in Article 79a
shall in each individual

Article.

The administrative

sanction shall be in each

individual case effective,
proportionate and
dissuasive. The amount of

the administrative fine R . the administrative fine
. ) the Union. case be effective, . )

shall be fixed with due . shall be fixed with due

. . proportionate and

regard to the nature, | 2. The administrative . R regard to the nature,
. . . . dissuasive. . .

gravity and duration of sanction shall be in each gravity and duration of

the breach, the individual case effective, | 2a. Administrative fines the breach, the actual

intentional or negligent proportionate and shall, depending on the harm or risk of harm to

4 http://europeandatacoalition.eu/wp-content/uploads/2015/06/GDPR-Adopt-a-proportionate-sanctions-

regime.pdf
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character of the
infringement, the degree
of responsibility of the
natural or legal person
and of previous breaches

by this person, the
technical and
organisational measures
and procedures

implemented pursuant to
Article 23 and the degree
of co-operation with the
supervisory authority in
order to remedy the
breach.

3. In case of a first and non-
intentional non-
compliance  with this
Regulation, a warning in
writing may be given and

no sanction imposed,
where:
(a) a natural person s

processing personal data
without a commercial
interest; or

(b) an enterprise or an
organisation  employing
fewer than 250 persons is
processing personal data
only as an activity
ancillary to its main
activities.

4. The supervisory authority
shall impose a fine up to
250 000 EUR, or in case of
an enterprise up to 0,5 %
of its annual worldwide
turnover, to anyone who,
intentionally or
negligently:

(a) does not provide the
mechanisms for requests
by data subjects or does
not respond promptly or
not in the required format
to data subjects pursuant
to Articles 12(1) and (2);

(b) charges a fee for the
information or for
responses to the requests
of data subjects in
violation of Article 12(4).

5. The supervisory authority
shall impose a fine up to
500 000 EUR, or in case of
an enterprise up to 1 % of
its annual worldwide
turnover, to anyone who,

dissuasive. Fhe-ameountof
L . :

2a. To anyone who does
not comply with the
obligations laid down in
this  Regulation, the
supervisory authority
shall impose at least one
of the following
sanctions:

(a) a warning in writing in
cases of first and non-
intentional non-
compliance;

(b) regular periodic data
protection audits;

(c) a fine up to 100 000 000
EUR or up to 5% of the
annual worldwide
turnover in case of an
enterprise, whichever is
higher.

2b. If the controller or the
processor is in possession
of a valid ‘European Data
Protection Seal’ pursuant
to Article 39, a fine
pursuant to point (c) of
paragraph 2a shall only
be imposed in cases of
intentional or negligent
incompliance.

2c. The administrative

sanction shall take into
account the following
factors:

(a) the nature, gravity and
duration of the
incompliance,

circumstances of each
individual case, be
imposed in addition to,
or instead of, measures
referred to in points (a)
to (f) of paragraph 1b of
Article 53. When deciding
whether to impose an
administrative fine and
deciding on the amount
of the administrative fine
in each individual case
due regard shall be given
to the following:

(a) the nature, gravity and

duration of the
infringement having
regard to the nature

scope or purpose of the
processing concerned as
well as the number of
data subjects affected
and the level of damage
suffered by them;

(b) the intentional or
negligent character of the
infringement,

(d) action taken by the
controller or processor to
mitigate the damage
suffered by data subjects;

(e) the degree of
responsibility of the
controller or processor
having regard to
technical and
organisational measures

implemented by them
pursuant to Articles 23
and 30;

(f) any relevant previous
infringements by the
controller or processor;

(h) the manner in which the
infringement became
known to the supervisory

authority, in particular
whether, and if so to
what extent, the
controller or processor
notified the
infringement;

() in case measures

referred to in point (b)
and (c) of paragraph 1
and points (a), (d), (e)
and (f) of paragraph 1b of
Article 53, have
previously been ordered

the data subject, the
intentional or negligent
character of the

infringement, the degree
of responsibility of the
natural or legal person
and of previous breaches

by this person, the
technical and
organisational measures
and procedures

implemented pursuant to
Article 23 and the degree
of co-operation with the
supervisory authority in
order to remedy the
breach.

. In case of a first and-ren-

intantienal non-
compliance  with this
Regulation, a warning in
writing may be given and
no sanction shall be
imposed, where any of
the following criterias is
fulfilled:

(a) non-compliance does

not cause serious
harm to the data
subject;

(b) non-compliance only
impacts a  small
number of data
subjects;

(c) the non-compliance
is non-intentional.

4. When sanctions are
not ruled out due to
Article  79(3), the
supervisory authority
shall may, taking into
due consideration
Article 79(2), impose a
fine up—te between
100 EUR and 250 000
EUR—or—in—<caseofan
eptersrse a0 90
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intentionally or
negligently:

(...)

. The supervisory authority
shall impose a fine up to 1
000 000 EUR or, in case of
an enterprise up to 2 % of
its annual worldwide
turnover, to anyone who,
intentionally or
negligently:

(...)

. The Commission shall be
empowered to adopt
delegated acts in
accordance with Article
86 for the purpose of
updating the amounts of
the administrative fines
referred to in paragraphs
4, 5 and 6, taking into
account  the  criteria
referred to in paragraph
2.

(b) the intentional or
negligent character of the
infringement,

(c) the degree of
responsibility of the
natural or legal person
and of previous breaches
by this person,

(d) the repetitive nature of
the infringement,

(e) the degree of co-
operation with the
supervisory authority, in

order to remedy the
infringement and
mitigate the possible

adverse effects of the
infringement,

(f) the specific categories of
personal data affected by
the infringement,

(g) the level of damage,
including non-pecuniary
damage, suffered by the
data subjects,

(h) the action taken by the
controller or processor to
mitigate the damage
suffered by data subjects,

(i) any financial benefits
intended or gained, or
losses avoided, directly
or indirectly from the
infringement,

{j) the degree of technical
and organisational
measures and procedures
implemented pursuant
to:

(i) Article 23 - Data
protection by design and
by default

(ii) Article 30 - Security of
processing

(iii) Article 33 - Data
protection impact
assessment

(iv) Article 33 a - Data
protection compliance
review

(v) Article 35 - Designation
of the data protection
officer

(k) the refusal to cooperate
with or obstruction of

against the controller or
processor concerned with
regard to the same
subject-matter586,
compliance with these
measures ;

(j) adherence to approved
codes of conduct
pursuant to Article 38 or
approved certification
mechanisms pursuant to
Article 39;

(m) any other aggravating
or mitigating  factor
applicable to the
circumstances of the
case.

3b. Each Member State may
lay down the rules on
whether and to what
extent administrative
fines may be imposed on
public authorities and
bodies established in that
Member State.

4. The exercise by the
supervisory authority of
its powers under this
Article shall be subject to
appropriate  procedural
safeguards in conformity

with Union law and
Member  State law,
including effective

judicial remedy and due
process.

5. Member States may
abstain from providing
rules for administrative
fines as referred to in
paragraphs 1, 2 and 3 of
Article 79a where their
legal system does not
provide for
administrative fines and
the infringements
referred to therein are
already subject to
criminal sanctions in their
national law by [date
referred to in Article
91(2)], while ensuring
that these criminal

e -
turrover; to anyone
who, intentionally e+

neghgenths

(a) does not provide the
mechanisms for requests
by data subjects or does
not respond promptly or
not in the required format
to data subjects pursuant
to Articles 12(1) and (2);

(b) charges a fee for the
information or for
responses to the requests
of data subjects in
violation of Article 12(4).

5. The supervisory authority
shal may, taking into due
consideration Article
79(2) impose a fine up to
500 000 EUR, er—inr—~case
B s e
of -its—annual—worldwide
turrever; to anyone who,
intentionally or

wochzonth
(...)

6. The supervisory authority
shal may, taking into due
consideration Article
79(2) impose a fine up to
10 000 000 EUR e+x—in
case—ofan—enterprise—up
to—2—%—of —its—annual
worldwide—turnover;, to
anyone who, intentionally
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inspections, audits and
controls carried out by
the supervisory authority
pursuant to Article 53,

(I) other aggravating or
mitigating factors
applicable to the
circumstance of the case.

sanctions are effective,
proportionate and
dissuasive, taking into
account the level of
administrative fines
provided for in this
Regulation.

Where they so decide,
Member States shall
notify, to the
Commiission, the relevant
parts of their criminal
law.

Article 79a

1. The supervisory authority
shall may impose a fine
up—te that shall not
exceed 250 000 EUR, or in
case of an enterprise
undertaking up—te 0,5 %
of its total worldwide
annual turnover,—te
anyone of the preceding
financial year, on a
controller who,
intentionally or
negligently:

(a) does not respondthe
mechanisms—forreguests
by—data—subjects—or-does
not—respond—promptiy—or

it . :

.

- 121) Q
within the period
referred to in Article
12(2) to requests of the
data subject;

(b) charges a fee in violation
of the first sentence of
paragraph 4 of Article 12.

52. The supervisory
authority  shal may
impose a fine up—te that
shall not exceed 500 000
EUR, or in case of an
enterprise undertaking up
te 1 % of its total
worldwide annual
turnover—to—anyone of
the preceding financial
year, on a controller or

processor who,
intentionally or
negligently:

(...)

63. The supervisory
authority may impose a
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. The Commission shall be

empowered to adopt
delegated acts in
accordance with Article 86
for the purpose of updating
the absolute amounts of
the administrative fines
referred to in paragraphs4;
5—and—6 paragraph 2a,
taking into account the
criteria and factors
referred to in paragraphs 2
and 2c.

fine up—te that shall not
exceed 1 000 000 EUR or,
in case of an enterprise
undertaking up-te 2 % of
its total worldwide annual
turnover—te—ahyone of
the preceding financial
year, on a controller or

processor who,
intentionally or
negligently:

(...)

3a. If a controller or
processor intentionally or
negligently violates
several provisions of this
Regulation listed in
paragraphs 1, 2 or 3, the
total amount of the fine
may not exceed the
amount specified for the
gravest violation.

Conclusion

A failed GDPR would establish an enormous disconnect in Europe from the requirements of a
modern, advanced digital knowledge economy, putting at significant risk the development of a data-
driven innovation economy, as aspired to in the DSM strategy. It therefore comes down to a straight
choice between an ambitious DSM and a failed GDPR.

Let’s make the right choice and assure a bright future for Europe’s digital economy. There is still time
in the ongoing trilogues to adopt the right combination of proposals on the table, as suggested
above - let us make sure we make the right choice.

Yours sincerely,

@/ML @ﬁu/

Rene Summer
Coalition Spokesperson
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ABOUT THE COALITION

Our Coalition is made up of nineteen European companies, from SMEs to Global Multinationals and non-profit
organisations operating in a variety of sectors on a national, regional and global scale. With an aggregate
turnover (2013) of over € 158 billion and some 752,000 employees worldwide, our footprint allows us to bring
growth, progress and jobs to the EU’s economy. Our membership includes...

... a global leader in power and automation solutions...

... the leading Central and Eastern European e-commerce company...

... a productivity solutions provider of compressors, vacuum solutions, construction and mining equipment...
... @ non-profit organisation dedicated to collecting money to prevent and combat child cancer diseases...
... a global leader in household appliances...

... two providers of communications technology and services...

... a designer, engineer, manufacturer and distributor of outdoor power products...

... an investment company...

... @ SME provider of online marketing through search engine marketing, conversion and lead generation...
... an e-commerce company providing payment services for online storefronts...

... an engineering group in tooling, materials technology, mining and construction ...

... an enterprise software corporation...

... a global provider of heavy trucks and buses, engines and services...

... a global provider of renewable solutions in packaging, biomaterials, wood and paper...

... the leading university in technology and digital arts programmes...

... a provider of business software and services to more than 340 000 business in the Nordics...

... a producer and distributor of trucks, buses and construction equipment...

.. the leading company in advanced mobile services...

Our businesses are profoundly different but deeply united by the need for clear roles and responsibilities, open
cross-border data flows, balanced codified sanction guide lines, effective one stop shop and absence of overly
prescriptive rules as fundamental conditions for long-term growth, competitiveness and prosperity, for both us and
the economies in which we operate.

For further information please visit us Www.europeandatacoalition.eu or contact us at

info@europeandatacoalition.eu
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